Section 7: Technical
Infrastructure & Services

The Wisconsin Statewide Health
Information Network (WISHIN) is
leading the way to enable
Health Information Exchange
(HIE) in Wisconsin. As the state
designated entity for HIE, WISHIN
is working to create a network of
networks that will give health
care providers a secure system
to access medical information
where they need it – when they
need it.

7 Technical Infrastructure and Services
Wisconsin envisions a “network-of-networks” architecture for statewide and
interstate health information exchange that it is comprised of a Wisconsin state-level
exchange network, participating Wisconsin medical trading areas or nongeographic exchange networks, other neighboring state-level exchange networks,
and the NwHIN. This architecture recognizes that HIE is about use of services to be
delivered and not the service itself and will carry a patient-centered focus to its
evolution.
The proposed technical architecture interprets recommendations made in other
WIRED for Health committees and gives due consideration to the following
objectives:












Provide secure and reliable electronic exchange of health care information
between health care providers (e.g., hospitals, laboratories, physician offices,
ambulatory treatment centers, and pharmacies) and other stakeholders of
Wisconsin’s health care system
Develop a standards-based architecture and core HIE services that can help
meet meaningful use requirements for eligible professionals and hospitals
Formulate a state-level business process for selecting and adopting standards,
and staying in sync with evolving national standards and initiatives (e.g., NwHIN
Exchange, NwHIN Direct)
Create a roadmap for how Wisconsin’s statewide health information network
and HIE services will reach all geographies and providers across the State, be
able to continuously receive, access, and transmit health information among
health systems, and connect to the NwHIN and other states’ networks
Determine HIE use cases to be implemented and create a high-level
deployment roadmap
Identify an architectural solution that accounts for medically underserved areas,
technology challenged areas, or areas falling between currently functioning
medical trading area HIE networks
Incorporate safeguards for privacy and security of protected health information

The WIRED for Health Board recognizes that the proposed architectural solution for a
statewide health information network is an evolving construct and the everchanging federal landscape and Wisconsin health care and business needs will
continue to influence the future direction of this architecture. The current
recommended solution, a hybrid architecture, is what the Standards and
Architecture Committee believes best serves Wisconsin’s needs given the current
landscape. This section describes the recommended solution and includes
information about potential HIE services; a reference architecture that describes the
integration of existing assets and initiatives; alignment with the NwHIN, Medicaid and
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Public Health; and a potential roadmap for the deployment of HIE services in
support of meaningful use.
Wisconsin recognizes the need for both a broad, long-term strategy and a more
specific, near-term strategy for supporting health information exchange throughout
the state. This section describes the broader vision for health information exchange
from a technical perspective while Section 11 details the near-term plan to help
providers meet Stage 1 meaningful use requirements. Section 11 describes the
development of a near-term infrastructure that leverages the specifications and
protocols developed through the Direct Project and the provision of technical
support and assistance for connecting via Direct to support both lab results delivery
and clinical summary exchange to providers not currently affiliated with an existing
exchange network.

7.1 HIE Services
The WIRED for Health Project collected information related to the HIE services
needed in Wisconsin. The information was used to establish a prioritized list of HIE use
cases that would serve as the roadmap for implementation of a statewide health
information network and HIE services. The process for completing and prioritizing the
use cases was extensive, but necessary. By establishing a solid foundation for the
development of HIE services at this phase of the project, the WIRED for Health
Project was able to 1) identify any special considerations, exceptions, or risks that
could impact subsequent project phases and 2) provide a solid foundation of
information for future project phases.

7.1.1 HIE Prioritized Use Cases
The WIRED for Health Board’s Standards and Architecture Committee formed an adhoc workgroup to select, categorize, and prioritize use cases for the statewide
health information network. The workgroup completed detailed worksheets for
each use case and developed a prioritization methodology. The details of the work
are included in Appendix 15.
The following tables show a prioritized list of all use cases considered thus far by the
WIRED for Health Project, including the preliminary score for each case. During the
prioritization process, 2 of 28 use cases were classified as “core.” These use cases
are integral to the overall operation of the statewide health information network
and are prerequisites to all other use cases. These use cases (#38a and #38b) also
support the patient’s ability to “opt out” and “opt back in” to having their health
data exchanged via the SHIN. Because of their significance, these use cases were
ranked the highest of any use cases and were not scored using the prioritization
methodology.

7.1.1.1
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Case
#

Description

38a

Patient Opts Out of having records shared in HIE (e.g., PHR or HIE Patient Web Portal)

38b

Patient decides to Opt back In to having information exchanged in the HIE (e.g., PHR)

Table 7.1.1: Core use cases

7.1.1.2

Preliminary Prioritized Use Cases

Case
#

Description

Total
Score

25

Clinicians can send summaries to other providers and to patients

1.445

12

Provider send patient immunization data to public health

1.394

4

Hospital sends discharge information to referring provider

1.314

1

Provider refers patient to specialist (including care coordination document)

1.293

3

Specialist sends continuity of care document back to referring provider

1.262

33

Laboratory or reference lab send aggregate data to Public Health (batch)

1.244

2

Provider refers patient to hospital (including continuity of care record)

1.215

15

Laboratory (or reference laboratory) sends test results to Public Health

1.175

13

Provider or hospital submits quality data and/or measures to the CMS, the State,
and/or health information organizations

1.134

11

Provider sends reminder for preventive or follow-up care to the patient/caregiver
(via PHR)

1.061

32a

Provider sends reportable disease diagnosis data to public health

0.900

32b

Provider sends non-reportable, anonymized disease data to public health

0.898

39

Public health sends alert to provider (either general alert or patient-centered
information on a particular patient)

0.889

16

Providers send chief complaint (non-reportable) data to public health for
syndromic surveillance

0.886

5b

Provider receives lab results from laboratory or reference laboratory

0.784

37

Release of information (provider to provider)

0.682

36b

Laboratory receives lab results from another lab

0.629

30

Emergency Department Clinical summary link

0.580

5a

Provider orders patient lab tests from laboratory or reference laboratory

0.572

18

Pharmacist sends medication therapy management consult to provider

0.527

36a

Laboratory orders lab test from another lab

0.508

9

Provider sends a clinical summary of an office visit to the patient/caregiver (via
PHR)

0.507

19

A patient-designated caregiver monitors and coordinates care across multiple
domains

0.503

17

State public health agency reports public health data to Centers for Disease
Control (CDC)

0.345
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Case
#

Description

Total
Score

35

Provider prescribes medication for patient

0.182

31

Provide advance directives to requesting providers (via PHR)

0.098

Table 7.1.2: Preliminary prioritized use cases

7.1.2 Roadmap for Implementation
The list of prioritized use cases is a key input to the overall SHIN implementation
roadmap. WISHIN should concentrate its initial efforts on implementing use cases
with a total score of 1.0 or higher as these cases have the highest overall value to
Wisconsin, according to the prioritization methodology. Use cases with a total score
less than 1.0 will be considered for subsequent phases unless additional information
becomes available that would necessitate adjusting the roadmap.
The prioritized list of use cases is only one input into the implementation roadmap.
The cases provide the framework for the overall scope of work that must be
completed. The list of preliminary prioritized use cases is a key initial input as
Wisconsin identifies potential functionalities of a statewide health information
network. However, it is not the only input to be considered as other factors,
including cost, time to implement, sustainability, and capabilities of the technical
solution vendor must also be considered. WISHIN will need to continue refining and
evaluating all of these factors as it incrementally develops and implements the SHIN.
As with any initiative of this size, the final plan, to be developed by WISHIN, will need
to balance and address these factors as best as possible.
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7.1.3 Next Steps for Use Cases
The information collected through the use case analysis provides a solid
foundational understanding of the HIE landscape in Wisconsin. As noted above, this
information was used to develop the preliminary prioritized use cases and provide
input into the implementation roadmap.
The continuously changing health care environment demands our implementation
plan be flexible and responsive. As such, use cases will continue to be evaluated
and possibly expanded as our efforts toward statewide HIE progress. Our next steps
include further detailed development of the existing use cases, collection of
additional use case information, and another comprehensive review of the cases to
ensure the list is complete and prioritized to reflect the changing environment in
which WISHIN will be implementing technical operations. These steps will allow us to
refine and revise our plan while still making progress toward our goals. This work will
integrate output from the WISHIN Value Proposition Work Group, align with
previously identified use cases and build on a scenario based model. For example:

Coordination of Care Scenario
A patient is discharged from inpatient stay or ED visit. Discharge summary is
forwarded to the HIE and distributed to those with known care relationship with the
patient such as primary provider, admitting provider, care manager at managed
care organization, accountable care organization, and if applicable, to patient
personal health record. Subsequent events (e.g. primary care appointment, nursing
home admission, home health visit, or pharmacy medication pick up) can be
triggering events to “push” to the “appropriate” audience, updates around the
coordination of care. These documents and associated events will also be
maintained at HIE as entries in Record Locator Service, so that others who may have
a verified care relationship and appropriate consent can review the events and
seek additional information via the HIE. This information sharing establishes event
driven “coordination of care” for the patient, and enables increased assurance that
readmissions are prevented through timely follow up to initial discharge and
subsequent events.

EKG Image Sharing
Patient presents in ED with chief complaint of chest pain. The admitting event
establishes a “care relationship” between the patient and that ED Team. At this
time, presence of consent or acquisition of consent is undertaken. Based on the
event, the HIE notifies the ED staff of the presence of an EKG, associated with a
previous encounter known in the Record Locator Service. At request of ED provider,
or “automatically”, the HIE requests this image from source, or from HIE if part of
local short term store, and provides document to the ED provider for comparative
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analysis. Supports critical element of diagnostic work up for suspected myocardial
infarct patients and demonstrates movement of images among HIE and
participating entities.

NwHIN Gateway
This scenario involves a connection to a non-WISHIN organization either from
another state or the federal government. Since Wisconsin has two organizations
(Marshfield Clinic and CHIC) that have existing connections to the Social Security
Administration for review of disability benefits these would be ideal cases where
existing assets can be leveraged for state-wide use. The current process is:
1) SSA requests patient discovery
2) Clinic sends consent request to SSA
3) SSA returns consent form
4) Clinic performs patient inquiry against MPI
5) Clinic sends patient discovery results to SSA
6) SSA sends document inquiry
7) Clinic responds with index of available documents
8) SSA requests appropriate documents
9) Clinic sends requested CCD document(s)
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Public Health Reporting Scenario
This scenario includes reporting by stakeholder organizations to the Wisconsin
Department of Health Services (DHS) for Reportable Tests, Syndromic Surveillance
and Immunizations. Reportable Tests will come from the performing lab through the
HIE. As these tests flow through the HIE they will also be routed to the DHS. For
Syndromic Surveillance most of the data comes from Emergency
Department/Urgent Care admitting. As the chief complaint is captured at each
clinical site this will flow as an ADT message to the HIE where the encounter will be
aggregated with others and provided in near real time and by batch reporting to
Division of Public Health. For Immunizations, after they are administered to patients
each EHR will create an unsolicited vaccine update message (VXU) which will flow
to the HIE and be routed to Wisconsin Immunization Registry (new sites only, not
proposing changes for existing sites).

7.2 Reference Architecture
7.2.1 Architecture Overview
WISHIN, with its Technical Manager WHIE, has implemented, as an initial
foundational element of HIE, a Health Information Service Provider (HISP) to enable
stakeholders to use Direct Secure Messaging. This was successfully deployed in
September of 2011 and is being adopted for use. Two rural hospitals have used
Direct to demonstrate CCD exchange for meaningful use. Demonstration pilots are
underway to augment communication between rural hospital and providers, for
delivery of new born screening tests to pediatricians, establishing a new means of
delivering these results to a broader group of stakeholders, and in consideration to
augment communication between EDs and Community Health Centers.
Building on the foundation established with Direct, the Wisconsin statewide health
information network (SHIN) architecture approach is based on using time tested and
well-proven techniques that lower overall risks and help define a proven path to
success. As key Wisconsin stakeholders define and express their needs, and health
care information exchange use cases are developed, the work of the technical
architecture definition process begins. The architectural process involves translating
these stakeholder needs and use cases into technology solutions that provide the
framework, standards, and descriptions to design and implement Wisconsin’s SHIN.
By evaluating the key elements of the most successful networks in history (Internet
and public telephone) and by following the lead of the NwHIN architecture, we
identified the following guiding principles as key to the widespread use, scalability,
sustainability, and ubiquitous connectivity of Wisconsin's SHIN.
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Recognition of the complexity of change and maintaining a focus on people,
process, and technology, ensuring alignment to optimize the impact of HIE
Recognition change is cultural for patients and providers and less about the
technical solution
Highly scalable, hierarchal, multi-tier “network of networks” connection model
Well-defined standards that support a broad base of multi-vendor connectivity
and interoperable solutions
Each tier/layer of the network has well defined and clear functions
All participants agree to a common set of technical standards and policies that
align with the NwHIN
Modular architecture and design uses proven, standardized components that
can be easily replicated throughout the network
Replication of modular components allows simple, predictable, and costeffective scalability of networks over time
Common public/global and local/private network addressing/indexes with
network address/index translation techniques that link these indexes together
The network should ideally provide: connectivity between end points, the ability
to exchange or access information bi-directionally, support for both push and
pull workflows, indexes/addressing/translations to map connections or
information, and core services that support the exchange and connectivity to
the actual information

Within the industry, the majority of attention around HIE architecture has been
focused on three data storage and access models:




Centralized
Decentralized/fully federated
Various hybrid approaches

A brief description of each model is presented in the following table.
Model

Description

Centralized

In this model, the HIE collects and stores patient data in a centralized
repository, data warehouse, or other database. The HIE has full control over
the data and the ability to authenticate, authorize, and record transactions
among participants. Data is stored in a single common repository and
segregated by each provider institution.

Decentralized/Fully
Federated

A federated architecture uses interconnected independent databases that
allow for data sharing and exchange, granting users access to the
information only when needed. A distinguishing feature of a federated
system is that the system employs multiple patient identification
technologies, often called Global Patient Indices and Master Patient Indices.
This architecture is located centrally and at participant organizations.
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Model

Description

Hybrid

Numerous and broad hybrid variations of the federated and centralized
architectures are currently being used by different organizations to harness
the advantages of both architectures to achieve clinical data exchange.
Hybrid architecture could include both central and federally located
constructs such as repositories, indices, and services.

Table 7.2.1: HIE architecture models for data storage and access
The key to traditionally successful architectures has been to achieve a balanced
approach in meeting the overall requirements of the system. It is the consensus of
the WIRED for Health Board that the hybrid architecture approach will best meet the
needs of the SHIN and is consistent with the approach adopted by the NwHIN and
several other leading HIE vendors. To that end, Wisconsin has identified the
following key architectural elements:




Information indexing and translations
Data storage and access
Core Health Information Exchange (HIE) services

The hybrid HIE architecture approach may require some storage in the SHIN
backbone for non, real-time clinical needs such as public health analysis and quality
reporting functions since this may remediate potential performance or latency issues
caused from data being pushed or pulled across the SHIN backbone directly to the
end point organization’s storage/database. Please refer to Section 9.2.3.2 on data
use agreements.
The key to success will be to truly harmonize an overall architecture that brings
together the above three key HIE architectural elements into a single model that is
technically elegant, simple and efficient to build, scalable, and successfully serves
the unique needs of our Wisconsin stakeholders.

7.2.2 Architectural Model and Data Flows
Multi-tiered architectures have long been known for their inherent scalability and
ability to keep the flow of information between sender and receiver as local to them
as possible. These architectures rely on the assumption that the majority of the
information that is exchanged between a given group of senders and receivers is of
local interest only and can be locally resolved within the local exchange network.
As you move farther outside areas of local interest, the overall amount of data
exchanged is less and less between local exchange network areas. From a WIRED
for Health perspective, the reference architecture supports these assumptions, and
the layers of Wisconsin’s SHIN are centered on a three layer model using medical
trading areas, statewide regional exchange areas, and national areas of exchange.
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This multi-layered reference architecture would provide the ability for several options
to exist in accessing the Wisconsin SHIN. The SHIN architectural components are
defined in the following table.
Architecture Components

Definition

Medical Trading Area Exchange
Network

An exchange network focused on information flow in a specific
medical trading area, usually defined by geography (e.g., regional
health information exchange network)

Non-Geographic Exchange Network

A local exchange network focused on exchanging information
across geographies, typically as part of an IDN

Bi-directional Web Portal Access

A web-based portal that allows two-way flow of information to and
from providers who do not have an EHR installed. In addition, a nonEHR participant may submit data electronically using standards or
agreed to data formats. This does not have to be an “online”
submission.

Individual EHR Direct Connection

An individual provider who needs to connect directly to the SHIN
backbone

DIRECT Secure Messaging

WISHIN DIRECT and WISHIN Bridge services will be leveraged to
provide an “on ramp” to the SHIN, employing the current and
evolving standards of DIRECT.

Table 7.2.2: Architecture component definitions
As shown in the following figure, there are several options for both medical trading
area-based exchange networks and non-geographic exchange networks. The SHIN
provides direct access options for organizations that do not have an EHR and need
to directly interface to a state-level exchange web portal or for individual EHR
installations that cannot connect into a local layer 1 exchange and need to
connect directly to the state level HIE backbone.

Figure 7.2.1: Multi-layered reference architecture
An individual medical trading area exchange or a non-geographical statewide
local access exchange would exchange data locally within the access layer (layer
1) where most of a patient’s informational needs would reside and medical services
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would occur and be serviced from within any given medical trading area. The
following figure shows examples of possible local access layer exchange data flows
between provider types and medical services organizations that may exist within a
medical trading area exchange network.

Figure 7.2.2: Medical trading area exchange network (Layer 1)
This multi-layered architecture would also provide multiple medical trading area
exchange networks across the state to exchange data—preferably using the SHIN
backbone (layer 2) where these information requests can be resolved between any
of the local exchanges connected to the SHIN backbone.
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Figure 7.2.3: SHIN backbone connected to medical trading area exchange
networks
Another access layer (layer 1) requirement would be to enable medical providers,
specialized medical care facilities, or medical service providers to have access to
the exchange to both push and pull medical information without the specific
requirement of being connected to a local exchange. These providers may not
have EHRs within their facilities, or may not have the ability to connect to the SHIN
backbone or a medical trading area exchange network for a variety of reasons.
This approach, shown in the figure below, allows another connection and
information exchange model that will support a migration path to get started and
interact with the SHIN with a much lower set of initial requirements. As these
providers move forward with EHR technologies, they will eventually connect into a
layer 1 exchange network or can continue to directly connect to the state-level
exchange network.
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Figure 7.2.4: SHIN backbone connected to layer 1 and bi-directional web access
portal or individual EHR connections

7.2.2.1

Architecture Description

The architecture for Wisconsin’s SHIN should follow well-tested and time-proven
processes to translate needs, requirements, strategies, and use cases from key
stakeholders, with ongoing clinician input, into the proposed solution. The
architecture will have services as nodes on the network to provide discovery of
patient identifiers to locate patient data. As indicated in the architecture overview,
this process is the ability to technically describe tangible solutions based on all of the
various inputs from key Wisconsin stakeholders. In addition to the information
provided in the previous sections, other important architectural considerations
include:




Using, integrating, and preserving as much of the existing technology capabilities
and investments that have been made across the state with respect to HIE
Enabling the widespread adoption of the ARRA meaningful use requirements
through a meaningful and helpful set of solutions
Realizing the defined and evolving use cases for the Wisconsin SHIN through
phased implementation

As described in the above sections, one of the key attributes of this architecture is
the use of and the ability to integrate into existing medical trading area exchange
networks that are integrated by the SHIN backbone. These medical trading area
exchange networks are or can be either medical trading area-based, or statewide
non-geographic-based exchange networks that are used to best serve the patients
and medical organizations unique needs within a given exchange network. With
this architecture approach, existing technology investments can be preserved and
can encourage future local/regional area investments in order to meet information
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exchange needs that may not be necessary or needed in the overall scope of the
state-level exchange network. Additionally, this architecture allows for
consideration of existing HIEs to provide services to geographies where such services
are desired, again extending existing investments and enabling intra and inter EHR
exchange.
There would be no mandatory requirement to participate in these medical trading
area-based exchanges. Connecting to more than one local exchange should be
supported and encouraged, especially for rural providers who frequently straddle
geographic boundaries and are outside of urban markets, particularly if this provides
better services and continuity of care to the medical trading areas being served.
Providers that participate in multiple local exchanges will have to choose a
“primary” exchange to avoid duplicate information responses to the SHIN
backbone.
Common core services have been defined as a set of resources provided by the
SHIN backbone to aid in the exchange of information across the state and between
the local exchanges, and also through the SHIN backbone to the NwHIN from the
local exchange networks and Wisconsin state agencies directly connected to the
backbone.
Category

Core Service

Indices

•

Patient Index (Master Person Index)
• Patient Information Locator Service
• Provider Directory
o Health care Organization Index (end points reachable/ connected by the
exchange)
o Skilled Nursing Facility/ Long Term Care Facility Index
o Pharmacy Index
o Reference Lab, Internal Medical Organization Labs, or Standalone Lab
Index
• Payer Directory
• NwHIN to SHIN (Patients, Providers, etc.)

Registries

• Patient Consent Registry
• Other Registries

Exchanges

• Connections/gateways to key organizations that maintain statewide directory
information to feed indexes
• Gateways to regional, state, and national reference lab organizations (i.e., Quest,
LabCorp, etc.)
• Gateway to NwHIN
• Direct Connection/Gateway to Medicaid’s interChange system, the Wisconsin
Immunization Registry, and the Public Health Information Network, and other statewide
agencies of common interest
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Category

Core Service

Other

•
•
•
•
•

NwHIN Direct based bi-directional secure messaging
Information access portal (for providers only)
Personal Health Record Portal (for patients)
Digital Certificate Authority
PKI (Private Key Infrastructure) Encryption Key

Table 7.2.3: Common core services
Use cases defined and prioritized within the WIRED for Health Project are listed in
Appendix 15.
The following figure shows the high-level architecture proposed to meet HIE
requirements established by the stakeholder representatives who participated in this
planning effort. The design and implementation processes will provide further detail
and will be refined as the architecture is tested and validated.

Figure 7.2.5: High-level architecture

7.2.3 Authentication and Security
The deployment of statewide health information network is predicated on
establishing a consistent chain of trust within which all parties can operate with a
high degree of confidence and to protect this environment from any intrusion or
data leakage that could adversely affect the overall trust of the HIE environment. A
foundational element to this chain of trust is a standards-based security framework.
To achieve broader implementation of strong security, exchange participants need
11.01.2011

2 - Technical Infrastructure & Services.doc-Page 16 of 43

Version 1.0

a uniform set of requirements that define the appropriate processes, standards, and
technologies commensurate with the identified level of risk. A security framework
will bridge the gap between business risks, security requirements, and technical
solutions and enables clear policy development and good practices for security
throughout and across the network.
Wisconsin’s approach to developing an “end-to-end” security framework is through
the use of rationalized requirements linked to the various legal and regulatory
requirements. It is to this end that Wisconsin will evaluate the option of leveraging
the Health Information Trust Alliance (HITRUST) Common Security Framework (CSF) as
a foundation for Wisconsin’s framework. The HITRUST CSF is based on leading
information security standards and regulatory requirements (e.g., HITECH, HIPAA
security rule, ISO 27002, NIST 800-53), and would enable Wisconsin to address the
various dimensions of security management. Additional regulatory requirements
and standards, such as those promoted by the HHS, NwHIN, ONC, and Wisconsin’s
state privacy laws, will be identified and integrated into the security framework as
necessary. Similar to the Payment Card Industry Data Security Standard (PCI DSS),
the HITRUST CSF enables organizations to certify that they have properly
implemented the CSF security safeguards, which will undoubtedly aid in Wisconsin’s
compliance efforts. The certification process is designed to remove the variability in
acceptable security requirements by establishing a baseline defined and used by
the health care industry.
To achieve the vision for secure exchange of protected health information (PHI), an
architecture, which will enable secure interactions between exchange participants
and WISHIN, is also necessary. This creates a brokerage of trust between
participants facilitated by the exchange. This security architecture consists of the
integrated technical components (i.e., hardware, software, networks, applications,
and protocols) and security services (i.e., authentication and authorization, data
protection, auditing and reporting, event management, etc.) required to deliver
services in accordance with the security framework and the programs necessary to
support them. The security architecture also addresses secure integration of
applications and the security and authentication of the underlying devices and
technology supporting HIE-related transactions.
The security framework will serve as a key input into the design of this dynamic and
broad-based security architecture by identifying prescriptive and appropriate
physical, technical, and administrative security safeguards. The security
architecture, as shown in the following figure, will use a layered approach, which
includes four layers: Data, Presentation, Application, and Infrastructure.
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Figure 7.2.6: Layered approach to security
Below are several suggested guidelines intended to provide direction regarding the
development and implementation of a security framework, a comprehensive set of
security and privacy policies, technology capabilities, and technical services and
safeguards. These will guide WISHIN’s implementation of the technical architecture
for the statewide health information network and HIE services.
In certain instances, these guidelines further crystallize the high-level HIE criteria set
forth in the meaningful use rule and in HIPAA, making it important to consider them
in planning an HIE infrastructure for Wisconsin.
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Architecture
Layer

Recommended Guiding Principle

Data

Data Protection: WISHIN will define and oversee implementation of broadbased security technologies, such as encryption and practices to ascertain the
authenticity, confidentiality, and integrity of the health data or information
processed by the network. The security technologies used should meet
compliance requirements, protect data in motion and at rest, and prevent data
leakage.

Presentation

Authentication: WISHIN will determine authentication requirements, including
credential types and attributes, based upon an evaluation of acceptable risk
for user authentication, system-to-system, and mutual authentication. The
network will authenticate each authorized user’s identity or participant’s
exchange system, prior to providing access to PHI and to the level of authorized
access that complies with WISHIN’s data use agreement
Authorization: Authorization is the process controlling a user’s access to the
network. Specifically, WISHIN will determine the appropriate authorization
model, tools, and methodologies commensurate with the identified level of risk.
The use of a role-based access control (RBAC) authorization model, which
defines and manages a user’s access to the network, is strongly encouraged.
Additionally, WISHIN should consider alignment with The Federal Identity,
Credential, and Access Management (FICAM) Roadmap and Implementation
Guidance, which outlines a consistent approach for managing the vetting and
credentialing of individuals.
It is important to note that WISHIN shall only be responsible for defining the
categories of roles (e.g., physicians, clinical office staff, inpatient nursing staff)
and the appropriate technical access rules associated with these roles.
Participating organizations will be responsible for determining who the individual
users from their entity are and what their role assignment will be, in compliance
with the SHIN’s Data User Agreement.

Application
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Audit and Logging: WISHIN will define the technical and administrative
requirements for collecting data on disclosures, internal events, and externally
provided data; and the technical and administrative requirements for
correlating and communicating real time actionable events to enable effective
risk mitigation. Additionally, WISHIN will implement policy and procedures that
establish mechanisms for the regular review of logs with a process to escalate
an event requiring further investigation. System and event logs should be
managed in a secure manner such that the integrity of the logs are preserved
and should be resistant to tampering and unauthorized access including
viewing and deleting of the log data. Audit logs pertaining to disclosures would
enable WISHIN to report on network transactions related to health care
treatment, payment and operations.
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Architecture
Layer

Recommended Guiding Principle

Infrastructure

Infrastructure Security: WISHIN will define and oversee implementation of
appropriate supporting protective software, hardware, and operational
procedures that provide mechanisms to protect the network (i.e., such firewalls,
application firewalls, anti-virus, patching, configuration management,
vulnerability scanning, and intrusion detection, etc.).
Availability: To plan for and manage system and network outages due to
situations, such as hardware crashes, software malfunctions, or denial of service
(DOS) attacks, WISHIN will ensure a comprehensive business continuity plan is in
place. This plan will help anticipate and mitigate outages and interruptions
before they occur and should include plans for replacing information systems
and other critical resources during an incident (i.e., disaster recovery planning).

Table 7.2.4: Proposed security framework

7.2.3.1

Security and Privacy Risk Management

WISHIN will be expected to conduct ongoing security and privacy risk assessments to
enable a comprehensive view of where security and privacy risks exist within the
environment. The risk assessment methodology should be standards-based and
provide WISHIN with the ability to determine the level of security and privacy risk
across key services as well as enable a process to evaluate the existing physical,
administrative, and technical safeguards within the operating environment. WISHIN
will be responsible for developing action plans to mitigate areas of risks and having
capabilities to monitor and report on the entity’s overall risk posture.
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Figure 7.2.7: Security reference architecture

7.2.4 Standards, Interoperability, and Certifications
Over the past several years, it has been a daunting task for health IT vendors, health
care organizations, and state agencies to track and stay informed on HIT and HIE
standards. Doing so is becoming more streamlined and simpler for the average
person or organization with the convergence of the various standards-setting
committees and federally integrated organizations.
The HIT Standards Committee, a federal advisory body, has approved
recommendations for data standards that support the exchange of patient
information among disparate entities. ARRA HITECH requires such data exchange
for meaningful use of electronic health records. The recommended interoperability
standards for consideration by Wisconsin are (but not limited to):






Structured electronic documents: HL7 v.3 CDA (e.g., relevant CDA profile for
consultation notes, or CCD for summary records)
Clinical messaging: HL7 v.2.5.1 (e.g., encounter or lab results)
Immunization queries and vaccination updates (only): HL7 v.2.3.1
Prescriptions: NCPDP Script v.10.x or v.8.1 (ambulatory) and HL7 v.2.5.1 (inpatient)
Eligibility, benefits and referrals: ASC X12 v.4010A1, NCPDP Script v.5.1 and
CAQH CORE Phase I and Phase II
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Quality measure reporting: CMS PQRI Registry XML Specification

Wisconsin will align with recommended translation standards for vocabulary and
nomenclature, including consideration of (but not limited to):






SNOMED CT for clinical problems and procedures
RxNorm for drugs and medication allergies
UNII for ingredient allergies
CPT
ICD-9 and ICD-10

Wisconsin intends to implement and integrate vendor-supplied technology solutions
that follow and use national standards. Wisconsin will also implement the NwHIN
standards that will enable integration and interoperability between other state-level
exchange networks, and federal agencies connected to the NwHIN. The following
figure shows the process for how new standards and updates to existing standards
will be integrated into the SHIN.

Figure 7.2.8: Process to integrate new standards to and update existing standards
The SHIN’s exchange standards will be compatible with the exchange standards
adopted by ONC in its EHR certification rule. Accordingly, WISHIN will need to
consider the NwHIN standards (and others as they become available) included in
the following table and use compliant/certified technology vendor solutions that
use these standards in their solutions.
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Adopted Content Exchange and Vocabulary Standards
Purpose

Category

Adopted Standard(s) to Support
Meaningful Use Stage 1

Candidate Standard(s) to Support
Meaningful Use Stage 2

Patient
Summary
Record

Cx

HL7 CDA R2 CCD Level 2 or ASTM
CCR

Alternatives expected to be
narrowed based on HIT Standards
Committee recommendations

Problem List

V

Applicable HIPAA code set
required by law (i.e.,ICD-9-CM); or
SNOMED CT®

Applicable HIPAA code set
required by law (e.g.,ICD-10-CM) or
SNOMED CT®

Medication List

V

Any code set by an RxNorm drug
data source provider that is
identified by the United States
National Library of Medicine as
being a complete data set
integrated within RxNorm+

RxNorm

Medication
Allergy List

V

No standard adopted at this time.

UNII

Procedures

V

Applicable HIPAA code sets
required by law (i.e., ICD-9-CM or
CPT-4®)

Applicable HIPAA code sets
required by law (i.e., ICD-10-PCS or
CPT-4®)

Vital Signs

V

No standard adopted at this time.

CDA template

Units of
Measure

V

No standard adopted at this time.

UCUM

Lab Orders
and Results

V

LOINC® when LOINC® codes have
been received from a laboratory

LOINC®

Drug Formulary
Check

Cx

Applicable Part D standard
required by law (i.e., NCPDP
Formulary & Benefits Standard 1.0)

Applicable Part D standard
required by law

Drug Formulary
Check

Cx

Applicable Part D standard
required by law (e.g., NCPDP
SCRIPT 8.1) or NCPDP SCRIPT 8.1
and NCPDP SCRIPT 10.6

NCPDP SCRIPT 10.6

Electronic
Prescribing

V

Any code set by an RxNorm drug
data source provider that is
identified by the United States
National Library of Medicine as
being a complete data set
integrated within RxNorm+

RxNorm

Administrative
Transactions

Cx

Applicable HIPAA transaction
standards required by law

Applicable HIPAA transaction
standards required by law

Quality
Reporting

Cx

CMS PQRI 2008 Registry XML
Specification#,+

Potentially newer version(s) or
standards based on HIT Standards
Committee Input
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Adopted Content Exchange and Vocabulary Standards
Purpose

Category

Adopted Standard(s) to Support
Meaningful Use Stage 1

Candidate Standard(s) to Support
Meaningful Use Stage 2

Submission of
Lab Results to
Public Health
Agencies

Cx

HL7 2.5.1

Potentially newer version(s) or
standards based on HIT Standards
Committee Recommendations

Submission of
Lab Results to
Public Health
Agencies

V

LOINC® when LOINC® codes have
been received from a laboratory

LOINC®, UCUM, and SNOMED CT®
or Applicable Public Health
Agency Requirements

Submission to
Public Health
Agencies for
Surveillance or
Reporting
(excluding
adverse event
reporting)

Cx

HL7 2.3.1 or HL7 2.5.1

Potentially newer version(s) or
standards based on HIT Standards
Committee Input

Submission to
Public Health
Agencies for
Surveillance or
Reporting
(excluding
adverse event
reporting)

V

According to Applicable Public
Health Agency Requirements

According to Applicable Public
Health Agency Requirements

Submission to
Immunization
Registries

Cx

HL7 2.3.1 or HL7 2.5.1

Potentially newer version(s) or
standards based on HIT Standards
Committee Recommendations

Submission to
Immunization
Registries

V

CVX*,+

CVX

Table 7.2.5: Adopted Content Exchange and Vocabulary Standards (from ONC EHR
Certification Rule)

7.2.5 Alignment with NwHIN
The WIRED for Health Project intends that Wisconsin’s SHIN will fully leverage the
current and developing NwHIN standards. Wisconsin will also use NwHIN Exchange
capabilities so that the SHIN can connect and interoperate with federal agencies
connected to the NwHIN and with other state-level exchange networks. Wisconsin
wants to be capable of exchanging health information with all state-level exchange
networks and entities connected to the NwHIN. However, the WIRED for Health
Project expects the need for exchange outside of Wisconsin will be primarily with its
neighboring states on its borders through state-level exchange networks and with
federal agencies through the NwHIN.
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Marshfield Clinic is a current participant in the Social Security Administration’s (SSA)
Medical Evidence Gathering and Analysis through Health Information Technology
(MEGAHIT) project and will have a direct connection to NwHIN as a result.
Additional information on this project can be found in Section 7.2.7.4. Section 11
includes near-term plan details to align with the Direct Project by enabling the use
of Direct standards and protocols by providers, labs, and HISPs.

Figure 7.2.9: Alignment with NwHIN and other state-level exchange networks

7.2.6 State-Level Shared Services and Directories
An important shared service for a HIE is the concept of a Patient Information Locator
Service. At this time, the SHIN is pre-disposed to not managing a statewide
registration and numbering system to provide a unique number to patients such as
those developed for Social Security or a Department of Motor Vehicles. In order to
share patient data across a SHIN, with other SHINs, with a nationwide network, and
connected organizations, it is necessary to have mechanisms to match patient
identities in the absence of a single national identifier.
The ability to match a target patient that has information stored on other network
nodes (e.g. other provider EHRs, managed care organization care plan systems) is a
core requirement of an HIE that is enormously complex. Given that the SHIN is predisposed to following standards, patient matching is likely to be accomplished
through probabilistic matching technology as described in the NwHIN Patient
Discovery Web Service Interface Specification. The context for using this interface is
described using IHE IT Infrastructure Technical Framework – Cross-Community Patient
Discovery (XCPD).
This approach is different than a Master Patient Index (eMPI) that attempts to
maintain a de-duplicated directory of all patients on all nodes. However, patient
discovery is a somewhat unproven approach at a statewide level and an evolving
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specification. Therefore, the possibility is left open that the SHIN will need to store
some patient information in an index.
In considering all state-level shared services and directories that may be required,
the following list describes the directories and associated services that Wisconsin will
consider to control and direct traffic via the SHIN:












User Directory/Registry: The authoritative source of identity information used for
authenticating or verifying the identity of all known users and automated systems
Authorization/Policy Store: Contains the required security attributes of a known
user or automated system and will allow them to access a requested resource
based on role-and rule-based access controls
Patient Index: While the SHIN intends to use a Patient Information Locator
Service, that service could store some patient information within the SHIN in order
to optimize the performance and accuracy of the service
Provider Directory: Unified source of all licensed health care professionals in
Wisconsin (included in Near-Term Implementation Plan)
Patient Consent Directory: Stores a patient’s consent preference (opt-in or optout), and enforces the patient’s consent preferences by allowing or denying
access to health information
Health Care Organization and Site Index: Identifies all the health care
organizations providing patient encounter information to the SHIN and essential
attributes (included in Near-Term Implementation Plan)
Certificate Authority (CA): Associates a public key with proof of identity by
producing a digitally signed certificate. The CA will provide to users a digital
certificate that links the public key with some assertion about the user, such as
identity. The CA will also offer other services such as time-stamping, key
management services, and certificate revocation services (included in NearTerm Implementation Plan)

The directories are data files that track key information assets that exist in multiple
computer systems that will connect to the SHIN. Directories are important for a
number of reasons:





Directory tables are built to speed up access time. They are read many more
times than written
Tracking the location of information assets in a directory speed up information
query times eliminating the need to query every single node anytime a query is
performed
Directories can provide common reference to information assets that have no
standard naming in the source systems (e.g., within the individual providers’ EHR)

Most directory services will be accessible through a web interface as well as a
programmatic interface. The web interface will appropriately limit access to data
elements based upon the role of the user. For example, the SHIN provider directory
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will include basic required public information and should be made available to the
general public via the web. Additionally, a provider directory service will be a key
component of the technical infrastructure, whereby electronic transactions may
query available providers and validate the provider identifiers in electronic
transactions.
While some directories will be designed, developed, and maintained by the SHIN
operating entities, WISHIN will leverage organizations that have expertise in
managing various information assets, such as the Wisconsin Medical Society and
Medicaid. As an example, the Wisconsin Medical Society manages a provider
directory of physicians licensed to practice in the state. Rather than recreate the
intellectual property, processes, and policies to manage such a directory, WISHIN
will pursue leveraging this existing statewide asset as a system asset and/or a data
asset.
Regardless of the private or public entity managing the directories, the HIE will need
to design capabilities to maintain the directories through a variety of mechanisms
that meet the needs of the SHIN and its stakeholders. These capabilities are likely to
include web-based interfaces for online directory updates by appropriate parties
and electronic transactions that will automatically update directories as changes
are made in source systems. For example, when a provider credentials a new
physician into their organization, which could trigger a transaction to update the
provider directory.
The vast majority of patients residing in the Wisconsin are managed by a handful of
integrated health care systems that have already implemented electronic health
records. In addition to the patient information that the State of Wisconsin stores on
1.5 million Medicaid enrollees, other notable directories that maintain large amounts
of patient data include:









In the northern half of Wisconsin, Marshfield Clinic and Ministry Healthcare share
an EHR internally developed by Marshfield Clinic that contains 1.9 million unique
patient records in Wisconsin (not deceased)
Aurora Healthcare, with hospitals and clinics widely present across the eastern
portion of the state, has implemented an EHR from Cerner. That system includes
3.5 million patient records. Additionally, Aurora Advanced Healthcare has
implemented an Epic EHR
Hospital Sisters Health System (HSHS), with locations in northeast and northwest
Wisconsin, has implemented the Meditech EHR and manages 1.6 million
electronic patient records
Wheaton Health Care, located in Milwaukee and southeast Wisconsin, has
implemented an EHR from McKesson that store records for over 2 million patients
Froedtert and Community Health, with hospitals in Milwaukee, Waukesha and
Washington Counties and an affiliation with the Medical College of Wisconsin,
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implemented an Epic EHR that includes more than 1.7 million distinct patient
records
Columbia St. Mary’s, located in Milwaukee and Ozaukee Counties, has
implemented the Cerner EHR that maintains 4 million active person entries
ThedaCare and Bellin Health share an Epic EHR with over 1.5 million patients that
have been seen by these northeast Wisconsin providers
UW Health, which includes UW Hospitals and Clinics, UW Medical Foundation and
Access Community Health Center, contains 2.2 million unique patient records
Mercy Health System has approximately 750,000 unique patient records
Children’s Hospital of Wisconsin has approximately 750,000 patient records
Wisconsin Immunization Registry contains 7 million unique patient records
WHIE has over 2.2 million patients identified and over 7 million encounters with
admission interfaces with 51 hospitals in Wisconsin

The total number of patients represented in the large health care systems’
databases exceeds the current population of Wisconsin, which is approximately 5.7
million people. There is a significant overlap of patients in these EHR databases; thus
further demonstrating the need for a statewide exchange network. WISHIN should
study the patient overlap in each of the large health care system databases in
preparation for planning for the patient directory services.

7.2.7 Integration of Existing Assets and Initiatives
The proposed approach to the SHIN architecture focuses on defining a path to
successful adoption and use of such an exchange. The widespread adoption and
use of the Wisconsin SHIN is dependent upon support and use by key Wisconsin
stakeholders, and some stakeholders already have small-to-medium scale HIEs
functioning within their respective organizations or medical trading area. The
proposed architecture for Wisconsin’s SHIN recognizes this and accounts for existing
assets as a way to accelerate the adoption and use of services being provisioned
by the SHIN backbone. An example of an existing asset is the Dane County Care
Everywhere pilot previously discussed in Section 4.1.1.1.2. As a functioning and
operational pilot, it would be advantageous to all stakeholders to provide the
capability to integrate such smaller exchanges or networks into the larger networkof-networks architectural approach of the SHIN backbone. Thus, the benefit of a
multi-layered architecture can be realized through its inherent scalability and the
ability to keep the flow of information as local (or within their network) as possible.
With this architectural approach, existing technology investments can be preserved
and future local investments can be encouraged to meet information exchange
needs that may not be necessary or needed in the overall statewide scope of the
Wisconsin SHIN. For this reason, the Wisconsin Health Information Exchange (WHIE)
will serve as the state-level Health Information Service Provider (HISP), further
demonstrating the use of existing assets. This will build on the Direct implementation
that occurred in September 2011.
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As part of the SLHIE Planning and Design Project, hospitals and independent
physicians were surveyed in 2010 about their HIT assets to gain an understanding of
the technical architecture and infrastructure of Wisconsin's health systems, hospitals,
clinics, and physician practices. The HIT Asset Survey asked hospital systems,
providers, state agencies, and non-governmental agencies to provide information
about their HIT assets. This survey gathered information on existing technical and
functional assets within Wisconsin. To gain a full understanding of the assets that
exist within State government, various departments and agencies were asked to
provide information about technical assets that could be leveraged for statewide
HIE. The WIRED for Health Project also coordinated with the State Medicaid HIT
Planning project and Public Health to further supplement the previous survey of
Medicaid and Public Health-related technical assets.
Please refer to Appendix 16 for results from the HIT Asset Survey.

7.2.7.1

Alignment with Medicaid

The Wisconsin Medicaid Program is one of several State health care programs
included under the ForwardHealth “umbrella.” In most cases, the systems and
infrastructure that support Medicaid also support several other ForwardHealth
programs, including:











BadgerCare Plus (Core, Basic, Standard, Benchmark)
Family Care
SeniorCare
Wisconsin Chronic Disease Program
Wisconsin Immunization Registry
Wisconsin Well Woman Program
SSI Supplement payments
FoodShare
Various waiver and limited benefit plans (Family Planning Services, QMB, etc.)
Other State administered programs

The ForwardHealth systems and infrastructure consist of an operational and mature
set of technology assets that could be leveraged to further the realization of a
statewide health information network. Additionally, the programs supported by this
infrastructure would be consumers of statewide HIE services.
Below is a list of several significant ForwardHealth technology assets, including
descriptions of each and the components that could serve as a potential provider
or consumer of SHIN services.

7.2.7.1.1

Medicaid as a provider of statewide HIE services

The following ForwardHealth system assets (providing services specific to statesponsored business) could potentially provide services to be consumed by the SHIN.
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Once WISHIN is in place, these assets should be evaluated in detail to determine
their potential use in the SHIN backbone.
1) ForwardHealth interChange: ForwardHealth interChange is the State of
Wisconsin’s Medicaid Management Information System (MMIS), which supports
real-time processing of Wisconsin ForwardHealth claims, prior authorizations, and
eligibility verification.
a) Pharmacy Point of Sale (POS): The POS system is a subsystem ForwardHealth
interChange that supports electronic submission and processing of pharmacy
claims for immediate adjudication and eligibility verification. Consideration
of a near real time interface to WHIE, replacing current batch data feed
which provides Rx data that is 1 to 2 weeks old, is one example of leveraging
this system for SHIN.
b) ForwardHealth Portal: The ForwardHealth Portal is a web-based interface
used by providers, managed care organizations, HIPAA trading partners, and
other ForwardHealth Partners to conduct electronic business with
ForwardHealth interChange.
2) Decision Support System/Data Warehouse (DSS/DW): The DSS/DW is a large data
warehouse and decision support application that is used primarily for analytical
queries. Each week data from the ForwardHealth interChange system is
extracted, transformed into analytical structures, and loaded into the DSS. In
addition to data from the ForwardHealth interChange system, the DSS/DW holds
data from other systems that provide services to ForwardHealth programs,
including managed care encounters.
3) ACCESS: The ACCESS application offers Wisconsin residents a self-service,
streamlined benefits eligibility tool that provides the option to check potential
eligibility, apply for benefits, and report changes in status at the convenience of
the individual without the assistance of income maintenance or county workers.
4) Client Assistance for Re-employment and Economic Support (CARES): CARES is
Wisconsin’s public assistance eligibility determination system. CARES
encompasses the State’s automated array of systems used in determining
eligibility for federal and state public assistance programs. CARES is used to
determine eligibility for a number of programs including but not limited to:
Wisconsin’s ForwardHealth programs, Temporary Assistance for Needy Families
(Wisconsin Works/W-2), and Child Care (Wisconsin Shares).
a) CARES Worker Web (CWW): The CWW is a web-based tool used by public
assistance staff to interface to CARES.
5) Wisconsin Immunization Registry (WIR): WIR is an internet database application
that records and tracks Wisconsin's children and adults immunizations. This asset
was described previously in Section 4.1.2.1.
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6) Master Customer Index (MCI): The MCI is a web-based application that
generates and stores unique identifiers for Wisconsin residents. The MCI allows
multiple systems (including CARES/CWW, Functional Screen Information Access
(FSIA), Automated System Support for Employment and Training (ASSET), Program
Participation System (PPS), Long Term Care Encounter, ForwardHealth
interChange, and eWiSACWIS) to link patient data using a single identifier. The
MCI stores the primary demographics for an individual and validates that
information with the Social Security Administration. There are over 3.85 million
individual records stored in the MCI.

7.2.7.1.2

Medicaid as a consumer of statewide HIE services

The services to be provided by the SHIN could be leveraged by the Medicaid
Program to supplement and complement those services the MMIS provisions on its
own. These could potentially include:





Quality Measurement
Quality Assurance
Provider Directory
Patient Directory

7.2.7.2

Alignment with Public Health

Public Health practice is highly dependent upon health information and data
systems to perform its epidemiology, surveillance, and health promotion functions as
well as to support the delivery of clinical services. Universal EHR adoption and the
creation of a SHIN can revolutionize the practice of public health by streamlining
data acquisition, epidemiologic investigation, surveillance, reporting, and improving
health data timeliness, completeness, and quality. Using the SHIN as the primary
source for public health information systems may also greatly decrease the
reporting burdens of data submitters. Further, the use of the SHIN can strengthen
the communication and coordination between public health professionals and
other partners in the public and private sectors.

7.2.7.2.1

Public Health as a provider of statewide HIE services

The following Public Health assets could potentially provide services to be consumed
by the SHIN. These Public Health assets should be evaluated in detail to determine
their potential use in the SHIN backbone.
1) Wisconsin Immunization Registry (WIR): As previously mentioned in the
Environmental Scan of HIE Readiness and Adoption in Section 4.1.2.1 and
Alignment with MMIS in Section 7.2.7.1, the WIR records and tracks immunizations
given to Wisconsin children and adults. The WIR collects immunizations, allergies,
patient demographics.
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2) Electronic Laboratory Reporting: The current capability to provide results for all
Wisconsin patients tested for notifiable conditions by either public or private
clinical laboratories can potentially be extended and leveraged to encompass
all types of lab reporting. WISHIN should evaluate for reuse current ELR
functionality, including results transmission/delivery, results lists (historical),
mandated public health disease/condition reporting, and voluntary public
health reporting.
3) Vital Record System: The vital records system captures birth and death
information that can be used to update the future patient index, which in itself
could leverage the existing Wisconsin Immunization Registry.
4) Cancer Registry System: Information on newly diagnosed (incidence) cancer
cases sent to the WCRS can be leveraged for the SHIN as a source of patient
health information.
5) Wisconsin Electronic Disease Surveillance System (WEDSS): This web-based
system designed to facilitate reporting, investigation, and surveillance of
communicable diseases in Wisconsin can also be used as a source of patient
health information to provide to the SHIN.
6) Analysis, Visualization, and Reporting (AVR): The AVR system allows public health
practitioners and partners to securely contribute, retrieve, and analyze data by
providing the ability to integrate, perform statistical analysis on, display, report,
and map data. As a potential asset to the SHIN, a robust AVR system that also
contains individual and small-area geo-coded public health information offers
the potential for helping healthcare quality improvement processes account for
these important co-factors for better health outcomes. This system can also be
used to create an information environment to support the combination of
community-based and health-care-team support envisioned by the Chronic
Disease Model and similar care improvement approaches.
7) Public health alerting: Wisconsin’s Health Alert Network, Partner Communication
& Alerting system (utilizing Send Word Now), and Wisconsin Tracking Resources,
Alerts, and Communications (WITRAC) systems enable public health authorities
to communicate urgently with clinicians and administrators of clinical entities
using website postings, email, telephone and fax. Wisconsin DPH anticipates
electronic public health communication will become more bilateral and migrate
to EMR messaging since this will be the information environment within which
clinicians will spend their time. This will enable person-oriented and real-time
communication, such that public health alerting could interact with Clinical
Decision Support or patient registries to help clinicians protect individuals or
groups of patients during a disease outbreak or environmental emergency.

7.2.7.2.2
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The services to be provided by the SHIN could be leveraged by Public Health to
supplement and complement the public health services currently provided. These
could potentially include:








Quality Assurance: Many public health programs promote public health through
more consistent application of clinical preventive services, maternal-child health
services, and chronic disease management services. For example, the Diabetes
Quality Improvement Project focuses on reducing disparities in diabetes
outcomes through registry-based care quality improvement at the Federally
Qualified Health Centers serving many of the state’s low income residents.
Greater exchange of information relevant to quality outcomes will serve both
public health programs and clinicians.
Provider Directory: Public health sometimes needs to reach clinicians within their
care environment to alert them of health threats that might affect some or all of
their patients. For example, the recent pandemic of H1N1 influenza necessitated
frequent updates of clinicians who rarely use other communication modalities.
Patient Information Sharing: Public health nursing, communicable disease
control and other public health services requires a high level of coordination with
other providers caring for a given individual. Public health sometimes serves as a
clinical provider similar to other providers. For example, a sexually-transmitted
diseases clinic has the same need for clinical background information on
patients as other providers.
Communication Channel: Leveraging presence of SHIN to accomplish a single
thread of connectivity and communication from multiple sources, such as that
currently in place for syndromic surveillance data submissions.

7.2.7.3

Alignment with Quality Measurement, Reporting, and Improvement
Activities

Wisconsin has been a national leader in establishing and promoting voluntary
quality and patient safety public reporting and improvement initiatives. Several
Wisconsin healthcare quality and health information organizations discussed in the
following sections have assets that can be leveraged by the SHIN. Once WISHIN is in
place, these assets should be evaluated in detail to determine their potential use in
the SHIN backbone. These organizations will also potentially connect to the SHIN
and be consumers of SHIN services.

7.2.7.3.1

Wisconsin Collaborative for Healthcare Quality

The Wisconsin Collaborative for Healthcare Quality (WCHQ) is a voluntary
consortium of organizations learning and working together to improve the quality
and cost-effectiveness of health care for the people of Wisconsin through the public
reporting of comparative performance information. WCHQ uses two separate yet
complementary processes to receive both administrative and clinical data directly
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from its participating member hospital and medical group organizations. One
process relies on the organization to transmit its calculated performance based on
internally constructed administrative and clinical data extracts to WCHQ. The
second process involves the transmission of patient-level administrative and clinical
data files through a secure repository-based submission (RBS) process to WCHQ.
Both processes emphasize the collection of data on an “all-payer” basis, allowing
for the construction of quality process and outcome measures for an entire
population of patients regardless of payment source. The RBS tool is a Centers for
Medicare and Medicaid Services (CMS)-approved registry for the Physician Quality
Reporting Initiative (PQRI). Ten WCHQ member organizations utilized the RBS
process to submit PQRI measures to CMS for the 2009 reporting period. Five member
organizations submitted their WCHQ quality measures through the RBS to WCHQ for
the spring 2010 measures and eight member organizations are planning to submit
their WCHQ quality measures through the RBS for the fall 2010 measures.
Additionally, the WCHQ had ten Minnesota Community Measurement provider
groups submit through RBS for PQRI for the 2009 reporting period. WCHQ’s member
organizations represent 40 percent (40%) of the physicians and 50 percent (50%) of
the primary care physicians in Wisconsin.

7.2.7.3.2

Wisconsin Hospital Association

The Wisconsin Hospital Association is a non-profit membership group that advocates
for the ability of its members to lead in the provision of high-quality, affordable, and
accessible health care services, resulting in healthier Wisconsin communities. WHA
and its subsidiary, WHA Information Center, are leading two primary initiatives of
significance to HIT planning efforts: (1) Wisconsin PricePoint and (2) Wisconsin
CheckPoint. PricePoint, created by the WHA Information Center, is an online
application that allows users to access charge information about hospitalizations
and selected outpatient services in Wisconsin hospitals or Medicare-certified
ambulatory surgery centers. The site also aggregates hospital “discount”
information for private insurance, Medicare and Medicaid. Facilities report data
quarterly to the WHA Information Center, and it in turn publishes pricing information
about the four most recently reported quarters on PricePoint. The Wisconsin Hospital
Association created and operates the CheckPoint program, a public web-based
reporting program of hospital quality, safety and service measures. CheckPoint
provides information on interventions that research indicates will lead to the best
outcome for error prevention measures. The hospitals reporting to CheckPoint
provide care to more than 99 percent (99%) of the state's patient population.

7.2.7.3.3

Wisconsin Health Information Organization

The Wisconsin Health Information Organization (WHIO) maintains a central repository
for health care claims data that provides for tracking, analysis, and measurement of
risk-adjusted episodes of care. The information collected is used to determine value
of care based on quality-process measures and cost over time. The data is used by
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member organizations to generate comparative performance reports for providers,
evaluate population health, and perform additional analysis on the delivery of
health care. WHIO’s longer term goal is to influence the quality and efficiency of
health care delivery through transparency of practice group and physician
performance results. The third version of the data mart, released in April 2010,
contains data for more than 2.8 million individuals for the period from October 1,
2007 to December 31, 2009. WHIO aggregates data from seven insurance
organizations and health plans, including over 300,000 Medicaid FFS members and
over 280,000 Medicaid Dual FFS members. The data includes 11.1 million episodes of
care, 102 million medical claims, and 34 million pharmacy claims. In the next data
mart release (version 4), scheduled for October 2010, WHIO will add Medicaid HMO
encounter data and four additional health plan data contributors.

7.2.7.3.4

Wisconsin Medical Society

The Wisconsin Medical Society (Society) is the state’s largest association of medical
doctors representing more than 12,500 members dedicated to the best interests of
their patients. The Society has been a trusted source for health policy leadership at
both a state and national level since 1841, while offering an expanding portfolio of
products and services to enhance the day to day operation of a doctor’s practice.
The Society’s mission is to improve the health of the people of Wisconsin by
supporting and strengthening physicians' ability to practice high-quality patient care
in a changing environment.
As the meaningful use definition evolves, the Society promotes and provides access
for physicians to begin reporting data on quality measures through the use of its
PQRIwizard, an on-line tool powered by the CECity registry™, a CMS qualified
registry for PQRI reporting. The PQRIwizard earned a 100 percent (100%) success
rate for PQRI reporting in 2008, with all eligible professionals submitting through the
on-line tool earning an incentive check from CMS. Using the PQRIwizard allows
physician to rapidly collect, validate, report and submit data for any of the thirteen
(13) PQRI group measures available for the 2010 reporting period. This process
completely eliminates administrative time spent in the claims and coding process.
The system calculates measures and provides a report of measure results in realtime, which WMS then uses to drive quality improvement activities within the
practice.

7.2.7.3.5

Wisconsin Community Health Centers

The Wisconsin Community Health Center Network (WCHCN), a division of the
Wisconsin Primary Health Care Association (WPHCA), is using funding awarded
through the Health Resources and Services Administration (HRSA) Health Center
Controlled Network (HCCN) grant to design and implement a data warehouse and
reporting system for community health centers (CHC). The first implementation
phase focuses on five CHCs who have implemented certified EHRs or have selected
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and are currently implementing certified EHRs. Subsequent implementation phases
will be rolled out to the remaining CHCs.
Development of a centralized data warehouse and reporting system for robust
reporting and data interoperability will provide normalized databases that will drive
clinical decision support, HIE connectivity among CHCs and with the SHIN, and
center-specific reporting databases. In the longer term, the data repository and
reporting system will provide an infrastructure to support CHC participation in the
SHIN through the following actions:




Stronger data quality through integration of data-driven processes into Health
Center workflows
Auditing functionality for HIE transactions
Centralized data conversion tools for CCD/ADT/HL7 interfacing

By leveraging the SHIN, this project will expose and make available a rich data set
across a large population of patients. Through this project, WPHCA and Wisconsin’s
CHCs will have the ability to drive clinical, fiscal, and operational improvements at
the provider, Health Center and Association levels. Key outcomes will be improving
CHC providers’ ability to measure and report on the quality of care and health
outcomes; reduce health care costs associated with inefficiency, medical errors,
and inappropriate care; and increase accessibility and transparency of data to
support improved patient care.

7.2.7.4

Medical Evidence Gathering and Analysis through Health
Information Technology (MEGAHIT)

The SSA has to make complex disability determinations for more than 3,000,000
individuals nationwide. Annually, SSA makes over 15 million requests for medical
records, from over 900,000 providers, to support eligibility determinations. During
federal fiscal year 2009 (October 2008 thru September 2009), the Wisconsin Disability
Determination Bureau processed 67,627 federal disability claims as well as 5,468
state medical assistance disability applications. Over the past 12 months (June 2009
thru May 2010), the Wisconsin Disability Determination Bureau received 205,702
responses to requests for medical and school evidence from 8,887 providers, totaling
7,081,958 pages.
Currently, SSA gives providers a number of options to respond to its requests for
medical evidence; however, all require manual intervention before SSA can enter
the evidence into SSA’s electronic disability case folder. Locally, the Department’s
Disability Determination Bureau (DDB) determines, in accordance with federal SSA
regulations, if Wisconsin residents applying for disability benefits meet the criteria for
any of the following: Social Security Disability, Supplemental Security Income (SSI)
Medicaid (Medical Assistance), Katie Beckett Program, and the Medicaid Purchase
Plan. In an effort to maximize efficiencies in processing disability claims, SSA initiated
development of the MEGAHIT system that leverages HIT and the NwHIN Exchange to
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gather medical evidence electronically from participating providers’ electronic
health record systems. SSA implemented an automated, computer-to-computer
request for, and receipt of, medical records. The MEGAHIT system formats the
information into a human readable document and adds it to SSA’s new electronic
disability case folder. The MEGAHIT system also applies business rules to the data
and generates an alert to decision makers regarding findings that could possibly
meet certain SSA medical eligibility criteria. Marshfield Clinic in north central
Wisconsin applied for and was awarded a contract with SSA to send requested
medical evidence from their EHR systems to the SSA’s MEGAHIT system through the
NwHIN Exchange. After the statewide health information network and core
technical services are established, Wisconsin should pursue a connection to the SSA
through the NwHIN Exchange that gives all Wisconsin providers with EHRs the
capability to submit electronic medical evidence to the SSA electronically.
According to a recently published SSA case study report, 24 MEGAHIT enables
medical evidence to reach the SSA within minutes of the request instead of weeks
or months via traditional methods. Faster disability determination can lead to
potential uncompensated care recovery because benefit determination results in
health benefits which generate revenue for the provider. This HIE capability could
have a significant benefit for Wisconsin’s large IDNs.

7.2.8 Broadband Mapping and Access
There are areas of Wisconsin that are very well served with broadband access, and
there are areas that are under-served or not served at all. Even those areas with
coverage are not ensured accessibility given cost considerations. Some areas have
the option of selecting from fiber, copper, cable, satellite or wireless connectivity
while some areas have none of these. Several Wisconsin ARRA grant awards will
help address some of the existing deficiencies.
Two recent awards totaling $32.3 million will benefit WiscNet’s efforts in supporting
Community Area Networks (CANs) in Wisconsin. The larger of the two grants will
award $29.9 million to build more than 600 miles of fiber optic cable impacting 39
communities and 182 institutions. This will not only advance the statewide research
and education infrastructure, but it will also extend advanced broadband to public
safety agencies, health care providers, schools, and community organizations in four
demonstration communities: Platteville, Wausau, Superior, and the Chippewa Valley
region. A separate $2.4 million grant will support education and outreach in the
same four communities and in the Menominee Nation.
Grant applications from surrounding states will also bring capacity close to Wisconsin
communities that are currently underserved. Within the next few years, the copper

24
Feldman, Sue F., RN and Horan, Thomas A. PhD Using the Nationwide Health Information Network to Deliver Value to Disability Claimants: A Case
Study of Social Security Administration and MedVirginia Use of MEGAHIT for Disability Determination, January 11, 2010; Available at:
http://www.medvirginia.com/includes/20100111_MedVA+Case+Study.pdf
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and fiber networks provided by the telecom companies will push connectivity
further into the less heavily populated areas of the state, and wireless providers will
extend the reach well beyond the ground lines. Greater bandwidth can be pushed
across copper networks with new technology, and fiber extension is becoming
feasible as more businesses and individuals become dependent upon network
connectivity. Cable and satellite TV providers are adding more broadband
capability to their customers as bundled service. Wireless broadband use is growing
extremely quickly around the state where it is available, as phone service and more
applications become dependent upon mobile applications. The SHIN will be
implemented in a time of rapidly expanding opportunities for broadband
connectivity, but the network will still face the challenge of dealing with unserved
and underserved areas as well as the challenge of creating a manageable
network.
There is a project underway at the Wisconsin Public Service Commission (PSC) that
will map all existing broadband coverage in the state, as well as tracking
broadband that is, or will be installed. Broadband coverage of the state is already
very extensive but there are pockets throughout the served areas that are deficient.
The PSC environment scan of all HIE potential participants will indicate the
availability for each location. WISHIN selected to govern the SHIN should establish a
regular review with the PSC and the list of providers that the PSC maintains to
perform ongoing evaluations of broadband capability throughout the state. If more
spectrum is made available to the wireless broadband providers, the reach of their
towers is likely to extend quickly. As the exchange of data among HIE participants
extends into transporting larger burst of data such as images, the broadband
capability for some locations may be constrained until additional capacity can be
achieved.
The State currently manages two different communication networks that deliver
broadband widely throughout the state. The BadgerNet Converged Network (BCN)
is managed by the Department of Administration, and the Boreas Network is
managed by the University of Wisconsin (UW) together with WiscNet, a non-profit
Internet service provider associated with the UW. The BCN is provided to the state
by AT&T and some 70 other telecom companies that together form the Wisconsin
BadgerNet Access Alliance (WBAA). The BCN provides a wide-area network to all
state agencies and Internet connectivity to over 900 schools and libraries in all 72
counties of the state. The BCN provides socialized rates to schools and libraries
around the state in order to extend affordability, and also administers the TEACH
program that provides a federal subsidy to help reduce costs for schools and
libraries. The BCN is shown in the following figure.
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Figure 7.2.10: BadgerNet Converged Network
The UW created the Boreas network to interconnect UW campuses and to connect
the UW into a country-wide higher education network. WiscNet was set up to
provide Internet access to UW sites and others that choose to connect to the UW
backbone. The UW Extension currently has an ARRA grant application submitted
that proposes the creation of five community area networks that extend the UW
network into combined community service.
There are also many existing local private data sharing networks in the state that link
health entities within an area. These networks need to be mapped in a method
comparable to the mapping being completed by the PSC, with the exception that
they will be specific to points served within the HIE. Efforts should be made to use
and expand upon the networks that are already in place. The State’s Department
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of Workforce Development also has a program for assisting workforce job searches
in rural communities and there may be an opportunity for network sharing.
The HIE evolving network requirement will be defined by the implementation plan
adopted from the use case definition and prioritization. Initially WISHIN will
determine network options that are available for their use based upon their
organizational definition. WISHIN should work with the PSC to obtain broadband
mapping information for the state and superimpose the information gathered for
existing HIE member networks, including the current use of the network. When the
initial and subsequent implementation scopes are defined, WISHIN will create a map
of broadband requirements and can decide whether or not to procure the
additional services required through a competitive process or through negotiation
with existing providers in the area. The WIRED for Health Board recommends WISHIN
track the expansion of broadband capabilities throughout the state, so that
implementation strategies and schedules take advantage of all new options for
participants that want to connect to the Wisconsin SHIN.
The DOA provided the following maps showing broadband coverage throughout
the state, as of June 30, 2009. The first map, Figure 7.2.11, illustrates the density of
broadband providers of all technology types. The second map, Figure 7.2.12,
illustrates areas within the state that currently lack broadband coverage of any kind.

Figure 7.2.11: Broadband coverage map by number of providers
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The DOA provided the following broadband map showing areas within the state without broadband
coverage of any technology type.

Figure 7.2.12: Map of areas without broadband coverage

7.3 Technology Deployment
Deployment plans for the SHIN in Wisconsin will be aligned with the services and use
cases identified in the State HIE CAP FOA and with the meaningful use requirements
and timeline. A potential technology deployment roadmap is presented in the
following figure. The specific sequencing and timelines around the preliminary list of
prioritized services and use cases will need to be addressed by WISHIN. The
roadmap is intended to provide an overall representation of the short-to-mid term
deployment planning WISHIN will need to consider as part of implementation
planning and rollout of HIE services. The near-term goal and objective below is
intended to serve as a starting point for WISHIN to begin its implementation and
provide at least one option for exchange for providers and labs based on a secure
messaging solution as described in Section 11.
Goal – Deploy a standards-based architecture and initial set of core HIE services
(Direct-supporting provider directory and certificate authority) that achieves the
following objective:
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meeting the Stage 1 meaningful use criteria for HIE through the Direct
gateway.
This near-term approach allows providers to rely on existing health information
sharing laws and policies as Wisconsin will not complete the work on the patient
consent model or the necessary legislative changes until the end of the first year of
Stage 1 meaningful use. It is the plan to have an operational bi-directional
exchange capability implemented by October 1, 2012, the beginning of the first
year of Stage 2 meaningful use for hospitals. This graphic will be updated.
Wisconsin's Near-Term Implementation Plan and SHIN Deployment Strategy
2012

2011
Schedule

Q1

Q2

Hosting

Operations

Q3

Q4

Q1

Q2

Q3

Q4

Phase 1
Direct Project and Technical Assistance
Provider Directory
Certificate Authority
Direct Hub

1-Jul-2011

Hosting and Operations Environment
Technical Assistance
Phase 2
SHIN Infrastructure Development
SHIN Implementation & Stakeholder Mgmt

Project and Operational Management, tracking, coordination and communication

Existing HIE Assets Evaluation
Standup Workgroups
Vendor Fair
Technology RFP and Award
Technical Implementation Project Plan
Core Infrastructure Deployment
EMPI
Patient Locator Services
Security Services
Exchange Gateway\HUB Services
Registries
Other Indices
SHIN Services Deployment
Use Case Refinement
Testing
1-Oct-2012

Production

Figure 7.3.1: Technology deployment roadmap
Wisconsin also recognizes that some of the identified use cases, such as electronic
eligibility checking and claims submission, are already extensively implemented by
Wisconsin eligible professionals and health systems. To ensure resources are used as
efficiently as possible, our deployment planning will be structured to allow continued
operation of solutions, while enabling a transition path to the SHIN as a conduit
between connection points and to leverage other SHIN services over time as a
future option replacement for existing solutions. In providing a proposed
deployment roadmap, the Standards and Architecture Committee recognizes the
need to allow WISHIN flexibility based on evolving requirements in a dynamic
environment.
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The plans for deployment will leverage integration of existing and evolving regional
HIE assets in the State, following the NwHIN standards structure, enabling timely
connectivity across a large geographical coverage for Wisconsin. Consideration will
also be given to the role of SHIN technical services as a provider of HIE services to
those regions where there is no existing regional capability and/or insufficient
resources to undertake independent regional implementation.
As discussed in the Environmental Scan of HIE Readiness and Adoption, there are
various existing medical trading area or non-geographic based HIE networks
already in place. Current capabilities provided by these networks include CCD
exchange, Patient Information Locator services, standards translation services, data
feeds to public health reporting for disease surveillance, and clinical summary view.
However, not all of the existing networks provide all of the aforementioned
capabilities. These networks further comply with the planned reference
architecture, providing n-tier architecture, thin and thick client capabilities, and
support nationally established standards for HIT and HIE.
In addition to leveraging existing HIE services; the plans for SHIN deployment across
Wisconsin will fully leverage existing directory assets as well as connectivity to public
health reporting for assets such as the State Lab of Hygiene and immunization
registry. While the plan calls for integration of these assets to the SHIN, as with
existing use case solutions, existing connectivity to these services will be continued.
Connectivity to these directories and services through the SHIN will occur over time
as point-to-point interfaces are upgraded to leverage community-level integration.
While current planning emphasizes intrastate exchange, Wisconsin, and some of
organizations with the existing assets are planning to engage in interstate exchange.
These initiatives will fully leverage NwHIN standards. Additionally, intrastate
exchange infrastructure development is a necessary prerequisite for connecting to
other states’ health information networks and the NwHIN.
Currently, Wisconsin has initiatives in place that employ large repositories to support
quality initiatives, based on clinical data, and analytics on treatment
services/episodes of care over time around claims data. WISHIN should assess the
potential to reduce the duplication of similar data types into a model where data is
collected once and used for a variety of authorized purposes and services. Such
assessment could apply to data use at the time and place of care and serve health
care quality and performance, measurement, reporting, and improvement
initiatives.
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